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DETAILED ACTION 
Response to Arguments 

1 . Applicant's arguments filed November 1 5, 201 0 have been fully considered but 
they are not persuasive. 

2. Applicant argues that Ellison fails to teach refining the resources to an accessible 
set of resources, and determining whether the necessary resource is included or not in 
the accessible set of resources. However, Ellison teaches that each ring includes a 
logical division of hardware and software components (column 3, lines 64-column 4, line 
2) and verifying and loading a particular ring (column 4, lines 63-65). Therefore a 
particular set of resources are only able to be accessed when the particular ring is 
loaded. Ellison also teaches an isolation area that is only accessible to elements of the 
operating system operating in isolated execution mode (column 5, lines 38-40), in which 
normal execution rings 0 and 3 cannot access the isolated area (column 5, lines 46-48). 
Therefore, if normal execution rings 0 and 3 were to request access to the isolated area, 
the isolated area would not be included in the accessible set of resources and access 
would be denied, or if the rings requested access to access a non-isolated area, the 
area would be included in the accessible set of resources and access would be granted. 

3. Ellison also teaches normal execution ring 0 can access both the OS pages and 
the application pages, while ring 3 can only access the application pages (column 5, 
lines 42-46). Therefore, if ring 3 requested access to the OS pages, the access would 
be denied since it is not included in the accessible set of resources, but if access was 
requested to the application pages, then access would be granted. 
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4. Therefore Ellison teaches determining whether the necessary resource is 
included or not in the accessible set of resources. 

Claim Rejections - 35 USC §112 

5. The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

6. Claims 1 7 - 22, and 24 - 26 are rejected under 35 U.S.C. 1 1 2, second 
paragraph, as being indefinite for failing to particularly point out and distinctly claim the 
subject matter which applicant regards as the invention. According to the current 
USPTO policy regarding 1 12 6 th paragraph "means plus function", claim limitations that 
are recited in functional language and have no structure recited either as part of the 
name of the element or in the recitation of the functionality, raise an issue as to whether 
the claim is in "means plus function" language or not. In this case, the retaining unit, 
determining unit and the access control unit neither in the name itself nor the functional 
language denotes any structure. Therefore there is a question as to whether this claim 
entails means plus function even though it doesn't use the "means for" language. 

7. If applicant wishes to have the claim limitation treated under 35 U.S.C. 1 1 2, sixth 
paragraph, applicant is required to: 

(a) Amend the claim to include the phrase "means for" or "step for" in 
accordance with these guidelines: the phrase "means for" or "step for" must be 
modified by functional language and the phrase must not be modified by 
sufficient structure, material, or acts for performing the claimed function; or 
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(b) Show that the claim limitation is written as a function to be performed 
and the claim does not recite sufficient structure, material, or acts for performing 
the claimed function which would preclude application of 35 U.S.C. 112, sixth 
paragraph. For more information, see MPEP 2181. 

8. For a computer-implemented means-plus-function claim limitation that 
invokes 35 U.S.C. 112, sixth paragraph, the corresponding structure is required to 
be more than simply a general purpose computer or microprocessor. The 
corresponding structure for a computer-implemented function must include the 
algorithm as well as the general purpose computer or microprocessor. 

Claim Rejections - 35 USC §101 

9. 35 U.S.C. 101 reads as follows: 

Whoever invents or discovers any new and useful process, machine, manufacture, or composition of 
matter, or any new and useful improvement thereof, may obtain a patent therefor, subject to the 
conditions and requirements of this title. 

1 0. Claims 28 - 33, 35 and 36 are rejected under 35 U.S.C. 1 01 because the 
claimed invention is directed to non-statutory subject matter. See MPEP 21 1 1 .01 . On 
page 65 of applicant's specification, applicant defines the recording medium to include 
transmission media. When the broadest reasonable interpretation of a claim covers a 
signal perse, the claim must be rejected under 35 U.S.C. §101 as covering non- 
statutory subject matter. See In re Nuijten, 500 F.3d 1346, 1356-57 (Fed. Cir. 2007) 
(transitory embodiments are not direct to statutory subject matter) and Interim 
Examination Instructions for Evaluating Subject Matter Eligibility Under 35 U.S.C §101, 
Aug. 24, 2009; p. 2. A claim drawn to such a computer readable medium that covers 
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both transitory and non-transitory embodiments may be amended to narrow the claim to 
cover only statutory embodiments to avoid a rejection under 35 U.S.C. § 101 by adding 
the limitation "non-transitory" to the claim. 

1 1 . The text of those sections of Title 35, U.S. Code not included in this action can 
be found in a prior Office action. 

Claim Rejections - 35 USC §103 

1 2. Claims 1 7, 1 8, 20, 24, 25, 27 - 29, 31 , 35, and 36 are rejected under 35 

U.S.C. 103(a) as being unpatentable over Keller, and further in view of Ellison et al's US 
Patent 6,507,904. Referring to claims 17, 27 and 28, Keller teaches a central 
processing unit (CPU) (column 5, lines 49-53) comprising: 

a. An input unit in the CPU to input a command that is executed by using a 
firmware or a logic circuit (column 27, lines 9-1 1 ). 

b. A storing unit in the CPU to store a plurality of operation modes and a 
plurality of commands, each one of the modes corresponding to a different set of 
commands (column 33, lines 9-13). 

c. A retaining unit in the CPU to retain a plurality of sets of resources to be 
used with the firmware or logic circuit (column 22, lines 45-49). 

d. A determining unit in the CPU to determine whether the input command is 
included or not in the set of commands corresponding to a current operation 
mode (column 27, lines 19-23). 
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e. An execution unit in the CPU to acquire resources from the access control 
unit (column 27, lines 34-37) and to execute the input command by using the 
firmware or the logic circuit, when the input command is included in the set of 
commands corresponding to the current operation mode (column 27, lines 17- 
21). 

1 3. Keller does not explicitly disclose: 

f. A different set of the resources being available when each one of the 
operation modes is set, or 

g. An access control unit in the CPU to refine the resources retained by the 
retaining unit to an accessible set of resources corresponding to the current 
operation mode, and to determine, when the input command is included in the 
set of commands corresponding to the current operation mode, whether a 
necessary resource to execute the input command is included or not in the 
accessible set of resources. 

14. However, Ellison discloses a computer system including a CPU (column 5, line 
57-column 6, line 13), the operating system having various rings, or operating modes 
and each ring is a logical division of hardware and software (column 3, lines 64-67). 
Ellison goes on to teach the processor verifying and loading a ring-0 nub software 
module into the isolated area of memory (column 4, lines 63-65). Keller and Ellison are 
analogous art because they are from the same field of endeavor, computer systems. At 
the time of the invention, it would have been obvious to one of ordinary skill in the art, 
having the teachings of Keller and Ellison before him or her, to modify the system of 



Application/Control Number: 10/822,689 Page 7 

Art Unit: 2432 

Keller to include the rings of Ellison. The suggestion/motivation for doing so would have 
been to protect the integrity of computer systems and increase trust of users (column 1 , 
lines 21 -24). 

1 5. Referring to claims 1 8 and 29, Keller teaches that the input unit inputs an 
operation mode adding command for storing a new operation mode in the storing unit, 
and the execution unit makes the storing unit store the new operating mode (column 28, 
lines 6-10). 

1 6. Referring to claims 20 and 31 , Keller teaches a firmware acquiring command for 
acquiring a new firmware, and then acquiring that firmware (column 9, lines 35-39). 

1 7. Referring to claims 24 and 35, Keller teaches: 

h. An operation mode deleting unit that deletes a specified operation mode 
from the storing unit (column 36, lines 21-22). 

i. A firmware deleting unit that deletes firmware corresponding to the 
operation mode deleted (column 36, lines 12-14). 

1 8. Claims 21 , 22, 32, and 33 are rejected under 35 USC 1 03 (a) as being obvious 
over Keller in view of Ellison and further in view of Bryon Nevis et al's US Patent 
6,581 ,1 59. Referring to claims 22 and 33, Keller in view of Ellison discloses all the 
limitations of the parent claims. Keller in view of Ellison does not appear to explicitly 
disclose encrypting the firmware with a digital signature. However, Nevis discloses 
using digital signature techniques to validate the firmware (column 4, lines 28-30). Keller 
in view of Ellison and Nevis are analogous art because they are from the same field of 
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endeavor, of changing operating modes. At the time of the invention, it would have been 
obvious to one of ordinary skill in the art, having the teachings of Keller in view of Ellison 
and Nevis before him or her, to modify Keller in view of Ellison to include the encryption 
of Nevis. The motivation for doing so would have been that it is more secure and 
resistant to tampering (column 1 , 26-27). 

1 9. Referring to claims 21 and 32, the digital signature technique, as described in 
claims 22 and 33, is an encryption/decryption method, therefor claims 21 and 32 are 
also rejected. In addition, Nevis teaches that the firmware is encrypted (column 6, claim 
7). 

20. Claim 26 is rejected under 35 U.S.C. 103(a) as being unpatentable over Keller in 
view of Ellison, further in view of Mark Biondi's US Patent 6,622,246 and further in view 
of Brent Gregory et al's US Patent 5,748,488. Referring to claim 26, Keller in view of 
Ellison discloses all the limitations of the parent claim, as well as acquiring firmware 
(Keller, column 9, lines 35-39). Keller in view of Ellison does not appear to explicitly 
disclose loading logic circuit data instead of firmware. However, Biondi discloses using 
a logic circuit instead of firmware (column 6, lines 26-30). At the time of the invention, it 
would have been obvious to one of ordinary skill in the art, having the teachings of 
Keller in view of Ellison and Biondi before him or her, to modify the firmware acquiring of 
Keller in view of Ellison to include using a logic circuit instead of Biondi. The motivation 
for doing so is that any machine capable of performing the steps of the firmware could 
be used to replace it (column 6, lines 32-35). 
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21 . Keller in view of Ellison in view of Biondi does not appear to disclose how to 
implement the logic circuit that is replacing the firmware. Gregory discloses that to 
generate a logic circuit all that is needed is the information on the signals (column 2, 
lines 28-30). Therefor instead of passing the actual firmware, as taught by Keller in view 
of Ellison, one would need to pass the data on the signals. Gregory goes on to disclose 
how to generate that logic circuit after receiving the appropriate information on the 
signals (column 2, lines 40-42). At the time of the invention, it would have been obvious 
to one of ordinary skill in the art, having the teachings of Keller, Ellison, Biondi and 
Gregory before him or her, to modify Keller in view of Ellison in view of Biondi to include 
generating the logic circuit of Gregory. Therefor it would have been obvious after 
modifying Keller in view of Ellison with Biondi to include how to implement the logic 
circuit mentioned as taught by Gregory. 

Allowable Subject Matter 

22. Claims 19, 25, 30 and 36 are objected to as being dependent upon a rejected 
base claim, but would be allowable if rewritten in independent form including all of the 
limitations of the base claim and any intervening claims. 

Conclusion 

23. THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time 
policy as set forth in 37 CFR 1 . 1 36(a). 
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A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1 .136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the mailing date of this final action. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Cordelia Zecher whose telephone number is (571 )272- 
7771 . The examiner can normally be reached on Monday - Thursday 8:00 - 5:00 EST. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Gilberto Barron can be reached on 571-272-3799. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

10. Z.I 

Examiner, Art Unit 2432 



/Gilberto Barron Jr./ 

Supervisory Patent Examiner, Art Unit 2432 



